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Design and Development of Intelligent Power Metering System Based on Cross Entropy to

Measure Data Confusion Encryption Degree
XIE Hui, DU Weihua, TANG Shengfei, ZHOU Jingjing, CHEN Jin, MENG Zhigang
(State Grid Shanghai Electric Power Research Institute, Shanghai 200051, China)
Abstract: The design and development of intelligent power metering system meeting the requirements of
data encryption transmission is the key to the optimal operation of energy internet and consumption of
large-scale renewable energy. The characteristics of the existing power metering system and the operation
requirements of the energy internet are analyzed, and the basic architecture of the intelligent power meter-
ing system in the energy internet environment is proposed ; The entropy measurement data confusion
encryption degree model is set up, and the the data confusion encryption method in the intelligent power
metering system is defined; Such main elements as STM32 and BC28 and the economic and technical data
of typical cloud services are analyzed , and the implementation method of each subsystem in the intelli-
gent power metering system is given; Some users in a area of certain city in south of Xinjiang are taken as
an example, the feasibility of the design and development method of the proposed intelligent power metering
system is verified by experiments.
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Fig. 1 Basic architecture of intelligent power metering system
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Fig. 2 Some communication program codes of TLS
encryption technology added to the transport layer
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Fig.7 Test version of intelligent power metering system
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Fig. 8 Relationship between data sensitive attribute
proportion and transmission data security rate
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Table 1 Test result of confusion encryption test results using entropy
Bt 342.08 248.11 115.63 220.10
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10101110 0001111 111010 0011001
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10101110 0001111 111010 0011001
f@1 % \ 101010100.000101000111 11111010.0001110000101 1110001.10100001010001 11011110.0001100110011
IR ’ 10101110 0001111 111010 0011001
M 101011001.000101000111 11110010.0001110000101 1111100.10100001010001 11010011.0001100110011
10101110 0001111 111010 0011001
" 001010111.000101000111 01111001.0001110000101 1110011.10100001010001 01011101.0001100110011
10101110 0001111 111010 0011001
B \ 101010100.000101000111 11111010.0001110000101 1110001.10100001010001 11011110.0001100110011
TRV ’ 10101110 0001111 111010 0011001
L 101011001.000101000111 11110010.0001110000101 1111100.10100001010001 11010011.0001100110011
10101110 0001111 111010 0011001
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Table 2 Probability distribution of electricity
consumption correlation among enterprises

-1.15~-1.05 -1.1 0 0.05~0.15 0.1  28.880%
-1.05~-0.95 -1.0 0 0.15~0.25 0.2 5.100%
-0.95~-0.85 -0.9 0 0.25~0.35 03  1.030%
-0.95~-0.75 -0.8 0 0.35~045 04  0.200%
-0.75~-0.65 -0.7  0.002% | 0.45~0.55 0.5  0.030%
-0.65~-0.55 -0.6  0.030% | 0.55~0.65 0.6  0.002%
-0.55~-0.45 -0.5 0.090% | 0.65~0.75 0.7 0
-0.45~-0.35 -04 0.230% | 0.75~0.85 0.8 0
-0.35~-0.25 -0.3  0.940% | 0.85~0.95 0.9 0
-0.25~-0.15 -0.2  4.300% | 0.95~1.05 1.0 0
-0.15~-0.05 -0.1 19.500% | 1.05~1.15 1.1 0
-0.05~0.05 0 39.500% — — —
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Fig. 10 Calculation results of power supply tracking load
capacity
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